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Industry Analysis

Tom Swift would be amazed

By Joe Pavlat

Many young boys, including myself, who were interested in
science avidly read the books that were part of the long-running
Tom Swift science fiction series. One of my favorites, “Tom Swift
and his Photo Telephone,” was written in 1914. Science fiction,
of course, became science fact.

The breadth and capability of communications are increasing at
an exponential rate. About half of the world’s population now
has access to a mobile phone, and millions of new subscribers
are added weekly. Communication for the average person is
becoming increasingly wireless, and the silicon, software, and
infrastructure to support it are evolving quickly. It is now as easy
to make a phone call to distant parts of the world as it is to call
next door. While we take this in stride, it has broad implications
for all of us.

Presentations at the recent Intel Developer Forum (IDF), held
August 19-21 in San Francisco, certainly contained the usual
amount of hype; however, technologies under development
highlighted at IDF credibly predict an increasingly wireless

8 October 2008  MILITARY EMBEDDED SYSTEMS

world with seamless voice, video, and data communications that
are always on. Wi-Fi, WiMAX, next-generation cellular tech-
nologies including Long Term Evolution (LTE), lower-power
silicon, improved battery technologies, and even wireless device
recharging via resonant RF coupling will enable more numerous
and powerful services. In addition to laptops, cellular phones,
and PDAs, Intel is planning for a host of low-cost mobile Internet
devices that will increase Internet access across the world. They
predict 15 billion new wireless network connections in the next
10 years. I believe it. Many of these devices move away from the
data center and desktop, and this will produce significant ramifi-
cations for the embedded computer industry.

As well, this has many positive — and a few potentially nega-
tive — implications for military electronic systems designers and
warfare planners. The obvious benefit is that the goal of “any
data any time, to anyone, anywhere” will be enabled by these
innovations. As we all know, virtually all silicon development
is driven by commercial markets, and military designers must
work with what is available. Some of the technology Intel pre-
sented, including advanced thermal design and heat dissipation
techniques, will directly benefit the designs of equipment that
must operate in extremely challenging environments.

But at the same time, an increasing reliance on radio transmission
for all of this wonderful new stuff has the very real potential to
create vulnerabilities that might be very hard to overcome. Hack-
ing into secure networks will become an important weapon that
will be developed by countries and armies. Due to the relatively
low power used by wireless infrastructure, brute force jamming
could be used to disrupt battlefield communications. Agile,
frequency-hopping radio systems and redundant communications
paths will ameliorate this somewhat, but sophisticated directed-
energy weapons already under development will be able to per-
manently cripple critical systems. Major powers will have the
ability to disable or interfere with satellite communications. This
has major implications for remote awareness and management
of battlefield conditions (and even the operation of unmanned
aerial vehicles, upon which at least the U.S. military increasingly
depends). And, because of the global and open nature of commer-
cial consumer communications technology, protecting intellectual
property will be difficult.

This is not just a concern for military planners. As we have
seen during recent California earthquakes, disrupting civilian
communications can have a significant impact on civil order,
especially in major metropolitan areas. All is not gloom and
doom, however, as continuous innovation will reduce some of
these risks by keeping cyberwar a moving target.

I think I will go up to the attic and see what Tom Swift had to say.

To learn more, e-mail Joe at jpavlat@opensystemsmedia.com.


mailto:jpavlat@opensystemsmedia.com
http://www.acumeninstruments.com



http://www.mil-1553.com

Legacy Softwane Migration

The importance of integrating software
reuse into corporate culture

Corporations must systematically reuse code rather than throw
away the investment and start from scratch.

Software reuse is a critical strategy for all software development
groups. By reusing code while moving to the next-generation
platform, corporations can leverage their existing software invest-
ment and lessen time to market. However, many companies are
struggling to fully implement code reuse throughout their orga-
nization. In order to achieve efficient and methodical code reuse,
organizations must integrate this goal into their culture.

Reusing code provides the greatest benefits to an organization if it
is done systematically, rather than sporadically and opportunisti-
cally. However, there are many issues that can prevent systematic
code reuse, both technical and non-technical.

Software reuse - Technical issues
On the technical side there are many differences between operat-
ing systems, such as the levels of task priorities offered by each

By Marianne Crowe

OS, which make modifying code for a different platform tedious
and cumbersome. This has brought the need for COTS porting
tools that will automatically account for differences in operating
systems to make the porting work quicker and easier.

In order to avoid porting issues altogether, organizations see the
need for an abstraction solution to protect their code against future
platform changes. However, developing an abstraction interface
using native OS APIs will not give the portability and perfor-
mance needed in an embedded application. Instead, a lower-level
approach needs to be taken to ensure that the fundamental OS
resources such as threads, semaphores, and mutex will behave
the same across platforms and that performance is not impacted.
Also, building and maintaining an in-house abstraction for
multiple operating systems requires considerable time, money,
and resource .

The developers must have detailed knowledge of each operating
system and perform a lot of testing to verify portability across
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different platforms, which results in high costs. This is why many
companies are turning toward a COTS abstraction layer that is
maintained, tested, and verified by a third party, rather than
taking focus away from the organization’s core competencies.
Using common APIs (provided by the COTS OS abstraction)
across platforms also lessens any potential learning curve when
developing with new operating systems, thereby making code

Organizations might also need to change productivity policies
and benchmarks to effectively integrate code reuse into their
culture. Rather than focus on how many new lines of code the
developer contributed, they might need to reward shorter times
for project completion. This will motivate developers to use
COTS porting tools so that they can reuse as much as possible
quicker to meet an earlier deadline. This will lead to more project

reuse easier to adopt.

Just as reusing code on different
operating systems has its own chal-
lenges, reusing code when moving
to a different language presents
difficulties as well. For example,
many companies are now moving

“ Reusing code provides
the greatest benefits ... if itis
done systematically ... ,,

completions, more new products,
and ultimately more opportunities
to get a larger market share in the
organization’s industry.

Many corporations are finding
systematic code reuse difficult to
implement due to both technical

away from Ada to the more modern
C language, due to a lack of programmers and support for Ada.
These organizations are utilizing COTS language conversion
tools for automatic conversion to avoid a rewrite.

Software reuse - Industry issues

On the non-technical side, while top-level executives and govern-
ment agencies might see the benefits of code reuse, there is a lack
of goal congruence with engineering groups and subcontractors.
Many times these groups have psychological barriers to reusing
code. They might mistakenly think that code reuse will cause
their talents to no longer be necessary. However, by reusing
their legacy code quickly and efficiently with COTS code reuse
solutions, they are able to contribute their talents to new projects
and product development, rather than being bogged down by
wearisome porting work.

and non-technical issues, some
of which have been mentioned here. However, software reuse
remains a critical strategy for a corporation to decrease product
development time and costs. For this reason, organizations are
turning to COTS code reuse products such as those offered
by MapuSoft Technologies (Wwww.mapusoft.con]) to lessen the
software reuse effort.

Marianne Crowe is director of marketing for MapuSoft
Technologies, Inc., responsible for all marketing activities
from concept to execution, both domestically and interna-
tionally. She holds a BS in Marketing with a concentration
in e-Commerce from the University of South Alabama

and is currently pursuing her MBA with a concentration
in Marketing from Auburn University. She can be reached
at inarianne @ mapusoft.com,
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Daily Briefing: re.s smypecs

By Sharon Schnakenburg, Associate Editor

VME brings new life to Navy system

While some might say VME is a thing of the past, a recent
U.S. Navy contract has VME in its future. The Navy’s con-
tract stipulates that Cornet Technology, Inc. develops Maritime
Embedded Global Positioning System Adapters (MEGA) next-
gen VME cards for the San Diego SPAWAR Systems Center.
MEGA replaces end-of-life cards in the application module of
the Navy’s global positioning receiver system, and is part of the
Navy’s goal of upgrading its maritime GPS to reach Selective
Availability Anti-Spoof Module (SAASM) compliance. SAASM
is a component of the Space-based Positioning, Navigation, and
Timing policy signed by President Bush in 2004. SAASM assures
that U.S. enemies can’t imitate true GPS signals or insert incor-
rect time or position information.

U.S. Navy photo by Photographer’s Mate 1st Class Ken J. Riley

www.mil-embedded.com/dailybriefing

Organic
approach
saves USAF
costs

Though “going organic”

typically means higher

prices, the U.S. Air Force

believes the approach

will lower theirs. Case

in point: Officials at the

U.S. Air Force Warner

Robins Air Logistics

Center decided to form

their own internal or “or-

ganic” teams — instead

of outsourcing to contractors — to conduct a C130 avionics
software update. However, the USAF did enlist software devel-
oper DDC-I for assistance including training, services, and
foundational products for the upgrade. “[The USAF is] creating
their own ‘organic’ software teams to save costs and reduce turn-
around times,” says DDC-I president/CEO Bob Morris. In addi-
tion, the contract specifies that DDC-I provides its OpenArbor
object-oriented, mixed-language IDE for safety-critical apps to
replace the USAF’s legacy MIPS and 1750A Ada compilers.

U.S. Air Force photo by Staff Sgt. Tony R. Tolley
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U.S. Army stays ahead of
the game

While the ability to see the future is highly
coveted, the U.S. Army is planning on the next
best thing: One Tactical Engagement Simulation
System (OneTESS). Enter AT&T Government
Solutions, Inc., which recently chose Parvus as
supplier of the simulation system’s Vehicle Inter-
face Control Unit (VICU). The VICU is based
on Parvus’ DuraCOR 810 COTS processor plat-
Photo courtesy of U.S. Army form, designed for C4ISR apps and harsh mobile
environments as specified by MIL-STD-810F. Meanwhile, OneTESS’s operational
capabilities are scheduled for FY08 use on vehicles including the Abrams M1A2 SEP
and M109A6 SP and the Bradley M2/M3A3. Part of the Army’s systems-of-systems,
OneTESS will render realistic combat simulations for live participants, including Force-
on-Target (FOT) and Force-on-Force (FOF) training to support tactical missions.

Continued on page 14
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DC[i].Y Briefing Continued from page 13

Boeing and Raytheon together
again

Already onboard the Boeing-led industry team for the U.S. Navy’s
P-8A Poseidon, Raytheon recently joined Boeing’s EP-X indus-
try team. EP-X is a manned ISR and targeting aircraft slated to
supersede the EP-3, a U.S. Navy SIGINT platform. Raytheon
will provide EP-X’s multi-intelligence integration and sensor
integration, and play a major part in core mission systems. The
EP-X $1.25 million “concept refinement contract” was awarded
to Boeing earlier this year. Boeing expects to draw maintenance,
logistics, support, relevant data, and training from P-8 A Poseidon
into the EP-X project. P-8A Poseidon is an ISR aircraft designed
for anti-surface warfare and anti-submarine warfare.

www.mil-embedded.com/dailybriefing .

VPX computing speeds up DARPA

... or hastens one of DARPA’s field intelligence programs any-
way. Accordingly, prime Science Applications International
Corporation (SAIC) recently chose Quantum3D, Inc.’s Liberty VPX
High-Performance Embedded Computing (HPEC) system for
subcontractor implementation for the DARPA Space-Time
Adaptive Processing (“STAP Boy”) contract. STAP Boy pro-
vides field environments with teraflop computing power, enab-
ling fast, real-time, high-volume processing in order for soldiers
and first responders to use space-time adaptive radar systems, high-
resolution sensors, occupant tracking, and urban structure map-
ping during life-critical missions. Liberty VPX HPEC will provide
STAP Boy’s research and development program with Imagery
Intelligence (IMINT), COMINT, SIGINT, and radar capabilities.

14 October 2008 MILITARY EMBEDDED SYSTEMS

‘Freedom’ in the

U.S. Navy

The U.S. Navy has long encompassed the
value of freedom, but now it is embrac-
ing a more tangible form of Freedom: the
first Littoral Combat Ship (LCS) in the
nation. The 378-foot Freedom monohull
ship, aka LCS 1, was recently delivered
to the Navy for service and commission-
ing by an industry team led by Lockheed
Martin. Freedom can displace 3,000
metric tons, travels faster than 40 knots,
and is touted to lend the Navy increased
dominance in seaside battles. Addi-
tionally, LCS 1 will help the Navy over-
throw maritime threats including surface
warfare, anti-submarine warfare, and
mine warfare. The combat vessel passed
its sea trials in August and is slated
for commissioning this November in
Milwaukee, WI.

Photo courtesy of Lockheed Martin
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Software: Encryption demystified
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Over the past few centuries, military means and methods have evolved in line with technology. Communication networks
have become a crucial component of the military’s day-to-day operation and with that, the growing need for their protection.
With encryption as the basis of network protection, Oren compares the two most common methods, namely IPSec and Layer 2

encryption, with Layer 2 as the clear winner.

Modern-day warfare dictates that network-
centric communications technology must
be as much at the core of a successful
military campaign as a strong battle plan
and disciplined soldiers.

Accordingly, a network-centric commu-
nications infrastructure must have flex-
ibility, agility, scalability, redundancy,
and the ability to assimilate information
security in key network layers (Figure 1).
Integrated management is also required
to allow shared situational awareness for
all staff levels. But above all, network-
centric communications infrastructures
must be secured and protected — a formid-
able challenge when faced with numerous
and potentially lethal security threats.

Through common standards platforms
such as FIPS, ITU-T, IEEE, IETF, and
others, administrators of military com-
munication systems around the world are
able to share and exchange knowledge
about the most common threats. These
threats include interception, or the gain-
ing of access by an unauthorized party
to sensitive assets; interruption, or the
rendering useless of an asset of the sys-
tem; modification, or the tampering of an

16 October 2008

asset by an unauthorized person; and fab-
rication, or the insertion of new objects
into the system by an unauthorized party.

One of the most frequently used and most
effective solutions for combating these
network security threats is encryption,
which is defined by the Israel Ministry
of Defense as: “Scrambling of data,

Application
Layer 7

Presentation
Layer 6

Session
Layer 5

Transport
Layer 4

Network
Layer 3

Data link
Layer 2

Physical
Layer 1

1550000
JL B

Figure 1
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entirely or in part, by modifying the data
or how it is transferred, using mathemati-
cal equations or algorithms, whether by
means of a key or not.”[1]

Defense against network threats comes
at a price, and installing a proper encryp-
tion system can be costly. In certain
cases, costs can reach as high as 10 per-
cent of the total link costs. However, the
challenge that many military network
administrators face is not only managing
encryption budgets and expenditures, but
also finding an encryption platform that is
highly effective and does not hold signifi-
cant performance implications.

In the next sections, we will look at these
performance implications, namely net-
work complexity, jitter, and latency. We
will also examine how Layer 2 solutions
can overcome most of these drawbacks at
areasonable cost, and why they are a better
alternative to the commonly used IPSec.

Encryption drawbacks: The ins
and outs of network complexity
Network complexity has become a sig-
nificant concern amongst network ad-
ministrators as the use of modern IPSec

U.S. Army photo by Staff Sgt. Kevin L. Moses Sr.



encryption continues to grow. Reasons to l Tunnel mode

note include:

B [f [PSec Tunnel Mode is used,
then a new IP header is created to
mask the whole packet, meaning that
the IP packet becomes larger and
takes more time to pass through the
route, thus process time increases. It
also complicates the network as the
operator needs to hold two sets of
addresses (for encrypted packets
and decrypted packets).

B Encryption usually works in
point-to-point or point-to-multipoint
connectivity. More links mean more
encryption keys are required. This
makes operations more complex and
can cause human errors, leading to
network malfunctions.

As an example, a voice over IP network
requires that end-to-end latency is below
250 milliseconds (msec), a require-
ment that, in most cases, can be satisfied
by design. In an example network, the
longest span latency reaches a maximum
of 200 msec. This is a characteristic
latency between two remote nodes in a
representative network.

However, if point-to-point encryption
is introduced and there are several hops
along the way, each hop represents twice
the latency introduced by the encryptor.
If an encryptor introduces 5 msec latency,
it will only take seven hops before there
is significant adverse impact on network
performance.

Since maximum span reaches 200 msec
and the span comprises seven hops, the
combined latency becomes 270 msec
(200 msec span latency + 5x14 encryp-
tors latency = 270 msec). Being above
the minimum required 250 msec latency
level translates to rapid degradation of
voice quality and ocasionally the render-
ing of inaudible conversations.

IPSec issues: Latency and jitter

The two other main drawbacks are latency
and jitter. When using IPSec encryption
as described in our previous example,
packet size may change in a non-deter-
ministic way. This change influences the
network performance, mainly in terms of
latency and jitter.

Figure 2 demonstrates that, apart from
processing the information in the encryp-
tor, the overall packet size of the new
IPSec encrypted packet may vary. In this

New IP HDR

IP HDR

Encrypted ———— >

l Transport mode

Encrypted

Figure 2
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Software: Encryption demystified

instance, not only does latency occur, but
variations in packet size can also take
place, introducing unnecessary jitter to
the system.

Apart from jitter, let us assume that the
network has 20 nodes (a small network),
with each node connected to 3 other
nodes. In this case, the routing tables
comprise a maximum of 19 IP addresses
at each node. Introduction of IPSec
in tunnel mode means that an additional
19 or more (if we are using several

keys between nodes) IP addresses will
be required as we can also work in un-
protected mode (for lower classified
applications).

We therefore find ourselves faced with a
serious and complex dilemma. If we use
encryption, costs increase, performance
suffers, and the network is saddled with
numerous complexities, making it very
difficult to manage. If we do not use
encryption, costs are lower; however, the
network is extremely vulnerable.

Analyzing possible solutions

It is commonly understood that military
networks will not “function” without
encryption as classified applications
demand more and more network re-
sources. Therefore, the solution is to
find the best-performing and most cost-
effective encryptor (Table 1). This system
should include the following attributes:

B High performance — minimum latency,
maximum throughput possible
B Low in cost

Type of encryptor Variation in latency Throughput Network protection
(jitter)

None Best (none)

Excellent
(under 1 msec)

Transmission encryptor
(for example, Ethernet)

IP encryptor (IPSec)

Application based
encryption (such
as Internet Explorer
SSL module)

Not good

and resources
availability)

Good (under 5 msec)

(depends on platform

Best (none) Best (100%)

Excellent Good (small packets
(under 1 msec)

packets 99%)

Good (usually
around 90-99%)

Not good
(high variation)

Good (1-2 msec)

Not good (variation
depends on non-
deterministic
platform behavior)

Table 1

80% and for mid-large

specific applications)

Worst (none) Best (none)
Very good Medium-Low
Good Medium-High
(not covering Layer 2)
Not good Excellent
(covering only (may be free or

very low cost)
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Software: Encryption demystified

B Minimal network implication —
no change in IP address

B Maximum protection to the
network — as low as possible on
the Open Systems Interconnection
Basic Reference Model (OSI Model)
seven layers model of International
Organization for Standardization
(ISO). See again Figure 1.

Let us examine several options to see how
they fit these requirements.

Since not employing an encryption sys-
tem is not a realistic option for today’s
defense networks, and considering the
poor performance of application-based
encryption, let us turn our attention to
transmission versus IP encryptors.

IPSec technology is a Layer 3 technology,
which protects all layers from Network to
Application. IPSec is today’s common
civil solution for Internet traffic securing
and business-sensitive traffic solutions.
Transmission encryption, on the other
hand, is a Layer 2 technology, which pro-
tects all layers from the Data Link layer
all the way to the Application layer.

For the sake of establishing the preferred
method, ECI Telecom has conducted
several trials with both transmission and
IP encryptors in order to review both
options and compare performances.
The trial setup was based on a point-
to-point link with traffic generator at
both sides and load testing using change-
able packet/frame size. This method
was used to compare how Layer 2 and
Layer 3 encryptors behave. Figure 3
shows an illustration of the trial setup.

The traffic generator created traffic
marked as “Cleartext” with variable
packet/frame size. Both encryptors were
tested at different times, and the reports
of the traffic generator were noted.

As already stated, it is acceptable for an
encryptor to reduce the amount of traffic
passing through it (limiting throughput).
However, it is advised that the throughput
would be as close to the actual Cleartext
traffic as possible to minimize the perfor-
mance issues. The trials were repeated
several times, and the average test results
are shown in Figure 4.

Figure 3
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Software: Encryption demystified

In parallel, ECI Telecom has also tested
latency performance. For those tests,
using the same test setup but measuring
the latency of the link (passing through
a Layer 2 encryptor and medium simu-
lator), the medium simulator was set to
10 microseconds to eliminate influence
on total link latency. The results of these
trials are summarized in Table 2.

It is evident from the test results that
even though IPSec encryption results in
acceptable latency and jitter performance,
Layer 2 encryption has superior influence
on network performance. Layer 2 encryp-
tion has better network protection and
results in simplified network operation.

Layer 2 is “number 1”

Extensive testing by ECI Telecom showed
that Layer 3 encryptors perform with an
average latency of almost 2 msec coupled
with variation (jitter) of 13 percent, while
Layer 2 encryption has an improved
latency performance 30 times over, with
twice the stability in variation.

These results indicate that Layer 2 is a
superior, more effective approach for
the majority of today’s military net-
works, which operate large multi-hop
complex communication infrastructures.
This provides them with an ultimate
solution to balance both cost and perfor-
mance, while securing their networks in
greater depth.

References:
1. www.mod.gov.il/pages/encryption.
poverning.as

£€ 1tis evident from the
test results that even
though IPSec encryption
results in acceptable
latency and jitter
performance, Layer 2
encryption has superior
influence on network

performance. ¥7

Oren Barkai is
senior system
architect, Gov-
ernment & Defense
Solutions, at
ECI Telecom. He
holds an MBA from
the Technion —
Israel Institute of Technology and a
B.Sc. in Electrical Enginerring from
Tel Aviv University. He is a former
Major in the Israeli Defense Forces
Signals Corps, and brings with him
a decade of experience in military
networks and security. Oren can be
reached at Dren.barkai @ ecitele.cond.

ECI Telecom
+972 3 9266555

www.ecitele.com

Encryptor type Average latency
(msec)

IPSec (Layer 3) 1.87

Transmission (Layer 2) 0.06

Latency
deviation/Jitter
(microseconds)
250 ---
4 Variation of medium
normalized and may
be ignored

Table 2

UPCOMING E-CAST: EcaSt

Buckle Up for Safety:
Developing Software for Mission-
and Safety-Critical Systems

Oct. 23,2008, 2 p.m. EDT
Presented by: DDC-I,
Esterel, and Telelogic OpenSystems

Embedded Computing Knowledge Webcasts
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Technnlogy: Security matters
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Network access management solutions can deliver both collaboration and security
to support the DoD’s vision for net-centric operations and military transformation.

As the need for increased security grows
within U.S. Department of Defense (DoD)
communications networks, defense IT
network managers face growing pressure
to provide solutions that enable the right
people to access the right information at
the right time.

Secure network access is essential to
modern military operations. The past de-
cade has brought numerous technological
advancements and a plethora of new hand-
held mobile computing devices that allow

24 October 2008

DoD personnel and contractors remote
access to resources. This exploding “edge”
of defense networks presents a whole new
world of challenges when combined with
increasingly sophisticated and coordi-
nated security threats and wide ranges of
security clearances of warfighters, defense
personnel, and various partners.

How can defense IT managers field net-
works that protect sensitive data while
ensuring the right people can access it
quickly, securely, reliably, and remotely?

MILITARY EMBEDDED SYSTEMS

Greater access, greater threats

Technology that enables warfighters to
communicate from virtually anywhere
in the world has significantly improved
battlespace operations and management,
and opened doors for greater collabora-
tion throughout the defense logistics
and outsourcing chains. However, such
expanded networks often weaken the tra-
ditional model of trusted internal users
surrounded by physical network security.

Today’s defense networks must support
a dynamic and diverse user community,
including warfighters, suppliers, partners,
and remote workers who work from their
office desktops, home laptops, or mobile
devices in all manner of field conditions.
Defense IT teams must therefore ensure
the physical and informational security of
an interconnected global network.

These security demands are exacerbated
by an increasingly mixed workforce
with varying clearances requiring access
to unified networks, using increasingly
sophisticated mobile devices. Network
security is further threatened by the
growing number and volume of mission-
critical and collaborative applications.
The adoption of new business applica-
tions, the “Webification” of existing
applications, and increasing demands for
converged networks transporting voice,
data, and high-volume video and geo-
spatial images are fueling the demand for
higher-bandwidth defense networks.

Military personnel who share the same
networks (and, in many cases, terminals)
to access vital information face these
challenges throughout their workday.
As in the Defense Department’s Global
Information Grid (Figure 1) or other net-
works, defense personnel of various ranks
and security levels must access a safe,
global DoD network, regardless of where
they are located, for a number of mission-
critical applications. It is at this intersec-
tion of collaboration and security where
network-wide visibility and control are
necessary to manage changing risks.



Communications Elements Of The GIG

Terrestrial Satellite Networks Deployed/Tactical
NIPRNet GIG-BE (future deployments) Networks
CAC Authentication
(remote local

access)

Gateway W
Teleport, GBS T/l

IP SATCOM |

Modems/
GCCS, COP, etc.
Router

Deployed Warfighters

DECCs DISN/GIG-BE Entry
Firewall/VPN ‘ I
G G-BE - Global Information Grid-Bandwidth Expansion

(AKO, DKO)
NIPRNet — Non-Classified Internet Protocol Router Network
SIPRNet — Secret Internet Protocol Router Network GBS — Global Broadcast Service
DISN — Defense Information Systems Network

AKO — Army Knowledge Online
DKO — Defense Knowledge Online

S
Figure 1

MILITARY EMBEDDED SYSTEMS  October 2008 25


http://www.diamondsystems.com

Technology: Security matters

The key to secured collaboration

When managing a global defense network, IT managers need to employ a holistic
security approach that integrates authentication, data encryption, and data protection.
Highly integrated security solutions that can proactively address security breaches
without constant IT intervention are key in solving the DoD’s security challenges.
Three critical approaches to identity management and access control are essential:

Adopt an adaptive threat management strategy — You cannot control what you cannot
see. An adaptive threat management strategy enables network-wide visibility and con-
trol to adapt to constantly evolving security risks. This allows network IT departments
a network-wide view for monitoring, trending, and reporting security breaches.

An effective adaptive threat management solution will combine Secure Sockets
Layer Virtual Private Network (SSL VPN) technologies with Intrusion Detection and
Prevention (IDP) approaches, including deep packet inspection, anomaly detection,
and application inspection. When enabled for high-performance throughput networks,
an adaptive threat management approach results in numerous network security ben-
efits such as proactive data protection, operational continuity, and reduced Total Cost
of Ownership (TCO).

Adaptive threat management automatically responds to network attacks and isolates
only offending users while others continue their communications unaffected. This
results in fewer network disruptions, more efficient use of IT resources, and support
for rigorous compliance requirements. It helps reduce the strain on IT resources and
time by automatically taking action against users not complying with security poli-
cies by forcing them to remedy their actions and drop their traffic. Meanwhile, IT is
instantly notified of the security violation.

Establish effective authentication policies — Endpoint security compliance is impor-
tant because of the increasingly mobile military force and wide range of devices
accessing the network. Ensuring that applications are only accessed by authenticated
and authorized users is especially significant in situations where highly sensitive data
can be compromised if accessed by inappropriate users or those with inadequate levels
of security. The first step to solving this issue is to create policies that establish who
is permitted access to certain information and under which conditions. These policies
must apply regardless of the user’s location and endpoint device, and must then be
enforced through network access control technologies (for example, firewalls and user
authentication applications).

Deploy appropriate technology “gatekeepers” — Network policing ensures appro-
priate authorization and protection. Since DoD personnel access the network from
various locations, the network must employ technology that enforces authentication
policies whether the network is being accessed from a secure office or a vulnerable
wireless location. Deploying appropriate technology “gatekeepers” ensures authoriza-
tion that protects against viruses and security breaches.

SSL VPN solutions are the most efficient way of obtaining user identity and estab-
lishing endpoint security, while allowing granular user access policy adherence and
thus providing end-to-end, real-time network protection. Combined with firewalls and
IDP solutions, defense IT managers can ensure global network protection that not
only provides information such as IP addresses, but actually lends insight into who is
navigating the network perimeter and which applications they can access.
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Remote,
wireless access to
high-performance
networks where security
is paramount and
collaboration is among
trusted partners is now
a hard requirement of
defense systems.

Example: CAC authentication

An example that illustrates the critical
elements in a wireless communications
environment is provided in the area of
Common Access Card (CAC) authenti-
cation. CAC authentication is required to
access defense networks, with strong data
encryption required for wireless access
(such as conforming to NIST FIPS 140-2
standards).

The Juniper Networks Unified Access
Control (UAC) solution supports FIPS
140-2 encryption and CAC authentica-
tion for wireless devices. UAC also helps
to enforce endpoint security policies such
as the state of the user’s personal firewall,
anti-virus software, and operating system
patches. The security health of the end-
point device is routinely and dynamically
monitored by UAC, which forwards these
findings to a downstream policy server.
The policy server then determines the level
of access granted to the wireless endpoint.
For instance, unhealthy endpoints can
be dynamically placed onto a quarantine
network or simply denied access.

Such FIPS-compliant approaches to
adaptive threat management are demon-
strating their ability to secure wireless
defense networks serving defense users
and their partners. Such solutions will
help meet increasing demands for secure,
high-bandwidth collaboration networks
for a variety of defense applications,
from logistics and supply management to
battlefield operations.

Redefining the

secured perimeter

Defense IT and network managers need
to create a responsive and trusted environ-
ment for delivering intelligence in support
of military operations. Remote, wireless
access to high-performance networks

where security is paramount and collabo-
ration is among trusted partners is now
a hard requirement of defense systems.
A comprehensive access management
strategy, integrated with rigorous network
security solutions, can enable responsive
and trusted network environments to
better serve and protect the warfighter and
logistical partners.

These balanced approaches between
access and security will enable significant
improvements in trusted collaboration
throughout defense networking sys-
tems — and between defense users and
those in other federal agencies and inter-
national organizations.

Bob Fortna is
vice president of the
defense sector for
Juniper Networks.
Bob is an active
participant in the
Armed Forces
Communications
and Electronics Association (AFCEA)
and currently serves on the AFCEA
Executive Committee and board of
directors. He can be contacted at
bfortna@juniper.net.

Juniper Networks

571-203-1723
wwWw.juniper.net
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Technnlogy: Security matters

Editor’s note: Public photos of

Camp Slayer are practically nonexistent
due to security reasons. The camp is a
sprawling complex east of Baghdad’s
airport and west of the main city, and
comprises many of Saddam Hussein’s
former palaces, retreats, and recrea-
tional lakes. In this photo (left),

Sgt. Phillip Nichols gets fitted for his
new Improved Outer Tactical Vest at
Camp Slayer on March 14, 2008. The
up-armored vest is a grim reminder
that life in Iraq for coalition forces is
anything but recreational. Vests are
worn most of the time, or donned quickly
when an alert is sent. [Image courtesy
of U.S. Army Central (USARCENT)
Coalition Forces Land Component
Command (CFLCC). Photo by

Spc. Aaron Rose, U.S. Army.]

Camp Slayer in Baghdad, Iraq, lies in
what the U.S. Army refers to as a “theater
of operations.” This somewhat innocuous
phrase obscures the volatile nature of an
area that exists under a constant spectrum
of wartime threats.

Multi-National Force-Iraq personnel living
and working at Camp Slayer must con-
stantly be on guard for unpredictable and
random attacks by an adversary adept at
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Technology: Security matters

hit-and-run tactics. Vigilance is key. Being alerted to threats in time to take appropriate
action means lives saved, injuries avoided, and facilities protected.

At Camp Slayer, the task of emergency notification is done by AtHoc’s IWSAlerts.
IWSAlerts is a network-centric, emergency notification system that rapidly communi-
cates to personnel through a wide range of communication channels and delivery devices.
The alerting system is deployed at Camp Slayer primarily for force protection purposes
to notify of changes in the defensive posture of the camp.

When a threat has been identified, authorized personnel at the Area Defense Operations
Center (ADOC) can trigger alerting scenarios using IWSAlerts, which manages the
entire alerting process. Emergency alerts appear on computers as intrusive audio/visual
desktop alerts. The alert notification system controls notification, scenarios, permissions,
user contact information, and alert tracking. Typically, the alerts notify personnel to put
on Kevlar helmets or individual body armor due to enemy activity in the area. The alert
includes notifications directing personnel to take cover or remain indoors due to the
threat of indirect fire, incoming mortar, or rocket rounds.

The screenshot shows an example of an alert
that is commonly sent out at the camp.

According to Captain Greg McCulley, former
C2 Systems Branch Chief, Multi-National
Force-Iraq, “The alerts can be tailored to in-
clude information about the threat and pro-
vide instructions for action based upon the
alert recipient’s role and location. Personnel
receive alerts within seconds after the alert
is triggered.” The alert notification system is
currently protecting several hundred troops.
At peak times of hostile activity, alerts have
been activated as often as three times a week.

This COTS-based alerting system was selected to be deployed at Camp Slayer because
of its proven performance throughout numerous U.S. military commands, as well as for
its speed of alert delivery and support of military-grade security requirements. Local
network technicians and the vendor worked closely over a few weeks to install and con-
figure the system and train the local operators. Army security specialists then rigorously
tested the system over a two-week period for information assurance certification before
deploying the COTS software on their secret SIPRNET network.

Leaders at all levels take personal responsibility for getting alerts out during high-threat
conditions. The network-centric alerting system has done much to enhance the defensive
posture of all the members of the multinational force posted at Camp Slayer. Keeping
them informed of current threats is crucial to keeping them safe in a hostile environment.
Iraq is no place to become complacent, and with a powerful emergency alerting system
in place, troops are safer and the camp is better protected.

Andy Anderson, Colonel, USAF (Ret.), is AtHoc’s vice president
of defense operations. He oversees AtHoc’s continued expansion
in the Department of Defense (DoD) and directs the company’s
defense-related business development activities. Prior to retiring
Jfrom the Air Force, he served as director of logistics and communi-
cations for Headquarters Air Force Space Command. Andy has
also held assignments at the Air Force Communications Command,
Air Mobility Command, and Air Force Special Operations Command.

He served as the director of staff for the Pentagon’s communications directorate, and

as the executive officer for the senior communications officer at NORAD and

U.S. Space Command. He can be contacted at aanderson@athoc.com.

AtHoc ¢ 650-685-3000 « www.athoc.com
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4 ~\ Over20 percent power savings with PPC SBC

Everyone wants more: more cash, more horsepower, more leisure time. But when it comes to power consumption
on SBCs ... less is more. So GE Fanuc Intelligent Platforms began pressuring Freescale for lower-power versions of
the company’s MPC 8641,/8641D PowerPCs. The result was the 27 percent lower-power MPC 8640,/8640D.
Mounted on GE Fanuc’s 6U VME VG6, users can configure the SBC with one or two 8640s, as well as 8641s or
8641Ds (for legacy compatibility or configuration-managed programs).

Each CPU node can be equipped with 2 GB of DDR2 ECC memory, with an x8 PCl Express adapter between nodes.

There’s a total of five Ethernet ports (three Gbps; two 10,/100 Mbps), two SATA ports, four serial ports, and six USB 2.0.

k ) extension slots provide for PMC/XMC. As well, GE Fanuc’s DSP220 VXS and DS230 VPX boards can be equipped with
MPC 8640,/8640D processors.

GE Fanuc Intelligent Platforms ¢ www.gefanucembedded.com ® RSC# 39001

CWCEC's first packaged
COTS subsystem

A handful of rugged COTS vendors has discovered
the advantages of offering fully populated and
configured subsystems: it proves credibility, it's easy
to modify to suit the customer, and it hastens the
customer’s development cycle. The MPMC-9350i
(Intel) and -9350p (PowerPC) Multi-Platform
Mission Computer (MPMC) series from Curtiss-Wright
Controls Embedded Computing (CWCEC) are the
company’s first Packaged COTS (PCOTS) mission
computers. Housed in a conduction-cooled five-slot
CompactPCl chassis, the MPMC is targefed for
ground vehicles, helicopters, and UAVs.

The box s rugged, having passed DO-160E
environmentals for Airborne equipment, plus shock,
vibration, ESD, and all the other “ilities” we've come
to expect from CWCEC. The 10.72" x 5.11" x 7.62"
(Lx W x H) box uses three PowerPC 7448 SBCs
(DCP-124 and DCP-124P) or three Infel Core 2 Duo
SBCs (DCP-1201 and 1201P) with more 1/ than
we have room to describe. A typical stack-up includes:
a Slot 1 CompactPCl system controller with dual
1553 channels; Slot 2 with 32 ARINC-429 channels;
Slots 3 and 5 for video; and Slot 4 reserved for the
SBCs with PMC mezzanines. Though CWCEC's not the
first to offer a prepackaged CompactPCl mission
computer, their MPMC is surely the best equipped.

Curtiss-Wright Controls
Embedded Computing
www.cwcembedded.com e RSC# 38999

4 )
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\ It's harsh, but “contact me”

What fails first on your cell phone — the phone itself, or that flimsy

little connector that recharges it? Although not as spiffy as multicore
CPUs or safety-critical software, the lowly connector can become a critical
failure point in any system. And when we're talking about the harshest
environments on, below, or off the planet, durable high-tfemperature
confacts become mission critical. With 100,000+ mating cycles,

low insertion,/extraction, and superior reliability, the HTT Series from
) Hypertronics is designed to withstand temperatures from -65 °C fo

a blistering +400 °C.

Target applications include extremely harsh environments such as rocket, jet and turbine engines, industrial machinery,
oil and gas exploration, and of course, military. The patented wire basket hyperboloid design creates a 360-degree
wiping action, resulting in multiple contact points and “extremely high immunity to shock and vibration.” Suffice it o
say, these HTT Series contacts are tough.

Hypertronics Corporation © www.hypertronics.com  RSC# 38997

Continued on page 34
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Editor’s Choice - continued from page 33

Application instrumentation:
Linux-based event recording for multiprocessors

Both Microsoft and Infel are on record as stating software is going fo be the number one impediment o fully ufilizing multicore processors

in foday’s desktop systems. But rewind back a few years, and before there were mulficore CPUs, there were mulfiprocessor defense systems.
Vendors such as SKY Computers leaned long ago how to write code, debug, and opfimize software spread across dozens and hundreds of
processing nodes. The concept of “instrumenting the application” is the basis for SKY’s TimeTrac performance optimizing software for
Linux-based multiprocessing systems. The dynamic tool is used for fine-tuning and debugging multiprocessor (and multicore) systems.

k ) Originally designed as an in-house ool for SKY's programmers but now available as a COTS package, TimeTrac is also used to measure and
optimize algorithm development, modifications, and ultimately system deployment. Through an easy-to-use viewer that minimally intrudes on

the application code, key functions include: discovery of application loading and where the system is bogging down; visibility into race conditions; algorithm speedups; processor/node loading

idenfication; communication and semaphore synchronization; and visility into infrequent runfime problems. In true COTS fashion, the software is downloadable and can be ordered via PayPal.

SKY Computers ® www.skytimetrac.com ® RSC# 39000

Panoramic IR camera

doesiit all

C4ISR on the battlefield is often supplemented by
less-than-stellar local surveillance to protect one’s
own bivouac. At best, single wide-angle optical or

IR cameras provide limited Field Of View (FOV),
leaving soldiers and Marines partially exposed. The

IR Revolution 360 from HGH Infrared Systems is
designed to present a 360-degree view with infrusion
defection from up to 3 miles away. This single unit
can often replace several single- or duakhead cameras
set fo pan, filt, or zoom with a fixed FOV.

With an IR resolution of an equivalent 8-12 mega-
pixels, “blobs” can be resolved as threats or merely
wildlife. The completely passive camera emifs no

light and produces a complete 360-degree scan every
second, providing near reakime defection and tracking.
Data connection is via COTS Ethernet, making setup
quick and simple via a pointand-click Windows inter-
face (which doubles as a remote control). The French
manufacturer, HGH Infrared Systems, is exclusively
represented in America by IRCameras.

HGH Infrared Systems (via IRCameras)
Www.ircameras.com
RSC# 37764

4 )
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Continued on page 37

34 October 2008  MILITARY EMBEDDED SYSTEMS


http://www.skytimetrac.com
http://www.ircameras.com
http://www.itcn-test.com/FREEGUIDE



http://www.pentek.com/go/mesconnect



http://www.pqimemory.com

Editor’s Choice - continued from page 34

No Ethernet rack? Try this 24-port VME switch 4

I your defense system can accommodate a 19" rack, your choices for COTS Ethernet switches are abundant.

But if you need to deploy your switch in really rough terrain, then VIME is likely your form factor of choice. Now you
can take your Ethernet and VME on the road with Concurrent Technologies' FP 210,/024 24-port managed Ethernet
switch. Designed for fime-critical voice, video, and data, the Marvell Prestera 98DX240-based 6U card routes

12 ports fo the front panel and 12 to P2. There’s even an optional rear transition module with 12 RJ45s on it.

Consuming less than 20 W and available in wide temperature and conduction-cooled versions, each port is
10/100,/1000 Mbps. Moreover, two of the front panel’s ports can be rigged for optical Ethernet connections.
The switch’s core supports wire-speed and Layer 2 QoS switching and can learn and cache for up to 8192 MAC
addresses. Four hardware priority queues are available per port, and the FP 210,/024 supports port ID, \
MAC address, IEEE 802.1p, IEEE 802.1Q, IPv4, and IPvé.

Concurrent Technologies ® www.gocct.com ® RSC# 38998

Got an analog
waveform to test?

The real world is analog; all this digital stuff is just
a convenient way of examining or manipulating

it — and even hard-core analog fest engineers sfil
need digital computers for analog signal analysis
and development. One way to accomplish this is to
use WaveEasy from Geotest. The analog waveform
development software runs on the company’s
6X1110 or other third-party arbitrary waveform
generators.

Sporting over 40 functions and operators for
various waveform file formats, the tool is designed
to interactively edit and create analog waveforms in
WaveEasy, ASCII (ixt, csv, prm), or NIFHWS formats.
Line or freehand drawings can be used to create the
waveform before mathematical functions turn curves
and segments into algorithmic representations.
Noise, filters, and other attributes can also be
added. Once the waveform has been realized, it
can be fransferred from the EasyView development
environment into ATEasy, LabVIEW, LabWindows,/
CVI, or Microsoft Visual Studio — or plugged info
your favorite waveform generator. Operators include
Add, Subtract, Multiply, Divide, and Exponent. There
are also math and trig functions such as Ln and Log,
0S/SIN/TAN, and various filter types.

Geotest-Marvin Test Systems
www.geotestinc.com
RSC# 38996

4 )
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Editor's Choice Products are drawn from OSM's product database and press releases.
Vendors may add their new products to our website at http://submit.opensystemsmedia.com
and submit press releases at http://submit.opensystemsmedia.com. OSM reserves the right
to publish products based on editors' discretion alone and does not guarantee publication

of any product entries.
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Crosshairs Editonial
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By Chris A. Ciufo, Editor

It’s only been in the past five years that Eclipse and Linux
evolved from novelties and “Ridiculous!” by opponents, into
de facto products in defense system development and deploy-
ment. They started out as grassroots movements to fulfill a need:
In the case of Eclipse, it was to create a standard framework
for development tools; in the case of Linux, it was to break the
control of proprietary operating system companies. Today, you
can’t buy a mainstream COTS toolset that doesn’t offer Eclipse
plug-ins. And you’d be hard pressed not to find some Linux float-
ing around in every military program — either during the IRAD
stage or actually deployed in-system. The same will happen with
software as a product line, a methodology that governs concep-
tion, creation, testing, deployment, and code sustainment.

Software as a product line
offers the right benefits to long
life-cycle military programs

program, hardware, and sensor. From there, it was modified to
meet the program’s ORD.

But software as a product line emphasizes a way to write the code
for intentional reuse from the very start, maximizing reuse while
reducing cost and providing an orderly way to manage variations
from A, to B, to C. Effectively, says Bola Rotibi, principal ana-
lyst with Macehiter Ward-Dutton, the software can be written for
the “whole world” using the SPLE methodology. Her IT-focused
market analysis company thinks this is early days for this way of
writing software, but it’s likely growing into such a groundswell
of best practices that it will become commonplace and second
nature within only a few years. Her firm is conducting extensive
research on the trends, publishing

At September’s Software Prod-
uct Line Conference (SPLQ) in
Ireland, a panel session chaired
by BigLever Software was held,
addressing the emerging trend of
Boftware Product Line Engineer]
(SPLE). Simply stated, SPLE
is a methodology for creating soft-

analyst reports, and planning to
advise its clients on the best ways
to recoup software reuse.

Ironically, there are no formal
standards adopted yet for SPLE,
though Telelogic and BigLever
Software are collaborating to write

ware — requirements, code, test

procedures, maintenance, and all related attributes. It’s easiest
to understand what software as a product line is not: It’s not a
one-off, shrink-wrapped implementation of software intended
for single use or one product. According to John Carrillo, senior
director of corporate and product strategy at Telelogic (an
IBM company), it “takes into account how to manage the pieces
and variability over the entire life cycle.” More specifically,
product line implies several members of a family, including
future versions, variants, and as-yet-unimagined features.

This long view of software and the entire ecosystem that
goes into creating it sounds like something written in a DoD
operations manual or a MIL-SPEC SCD. In fact, the SPLE
definition was born in the civilian software marketplace but is
so military-sounding that it reads like our magazine’s tagline:
“COTS and technology for the entire military life cycle.” Major
defense prime contractors have already noticed this in a big way.
Boeing is on record as endorsing this kind of methodology.

So too has Lockheed Martin’s Maritime Systems and Sensors
(MS2) division. The benefit of SPLE to MS2, according to
James Cezo, principal member engineering staff, is “Reuse.
This allows us a way to reuse existing assets and customize
them for new customers and markets.” To be sure, this is how
Lockheed Martin (like most prime contractors) has always
done business. A good portion of its defense systems are actually
features located in software that’s run on program-specific hard-
ware. Software was effectively cloned, then dropped into a new
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some. The Software Engineering
is also working in this area, but BigLever and Telelogic

are approaching the task like IBM did with Eclipse: first devel-
oping collaborative tools that solve real problems that people
can use — instead of just a set of ideological specs. According to
Charlie Krueger, founder of Biglever, the next steps are 1) stan-
dards; 2) best practices; and 3) an interoperable framework.

For sure, software as a product line is still at the innovator stage;
however, I'm confident that the military community will find this
so compelling that they’ll provide some much-needed momen-
tum to the effort. After all, writing software for the long haul is
100 percent in-phase with our way of military life-cycle thinking.

It says so, right on the cover of this magazine.

Chris A. Ciufo
Group Editorial Director
cciufo@opensystemsmedia.com

For more information from BigLever on
these concepts, check out the articles in the
Military Embedded Systems archive at:
Wwww.mil-embedded.com/articles/search/
Index.php?op=cn&max=10&q=biglevef.
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